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EXECUTIVE SUMMARY

	STATEMENT OF PURPOSE

	The aim of the Policy is to ensure adequate protection of all IT assets, comprising of computer hardware and software, telecommunications and all data retained within HMPS IT Systems safeguarding the confidentiality, integrity and availability of official data.



	DESIRED OUTCOME

	To make users of HMPS IT aware of their responsibilities, authority and accountability in respect of the use of HMPS IT systems, IT equipment and the Internet, and what is deemed to be inappropriate use.



	MANDATORY ACTIONS

	Directors, Heads of Groups and Services, Area Managers, Governing Governors, Directors and Controllers of contracted-out prisons, Functional Heads and all staff including temporary staff, all consultants and contractors staff, all staff from other agencies including Police and Probation Service staff, installing or using computer equipment for or on behalf of HMPS or in support of any business process undertaken using HMPS systems, must familiarise themselves with the content of this PSO.

Compliance with this PSO is mandatory.


	RESOURCE IMPLICATIONS

	None



	IMPLEMENTATION DATE:
	12 September 2005

	(signed)

Ann Beasley

Director of Finance
	George Ridley

IT Security Officer


Further advice or information on this PSO or the systems contained within it can be sought from: Senior User Team, Room 209, Cleland House Page Street, London, SW1P 4LN. Tel: 020 7217 6620. Fax: 020 217 6418

CHAPTER 1 – INTRODUCTION

Purpose

1. As an executive agency of the Home Office H.M. Prison Service (HMPS) has delegated responsibility for its own IT Security Policy. This PSO introduces the HMPS IT Security Policy (the Policy). 

1.1. HMPS, in line with current legislation, Cabinet Office and Home Office policy, aims to ensure adequate protection of all IT assets, comprising computer hardware and software, telecommunications and data retained within those systems.

1.2. The aim of the Policy is to ensure adequate protection of all IT assets, comprising of computer hardware and software, telecommunications and all data retained within HMPS IT Systems safeguarding the confidentiality, integrity and availability of official data.

1.3. The result of failure to comply with these rules could be:

unauthorised access or attempts to access a computer system, which may constitute a criminal offence; and deliberate unauthorised disclosure, alteration, deletion or use of data, which may also constitute a criminal offence

1.4. Such failures may lead to protracted disruption and may be followed by disciplinary action and/or prosecution.

1.5. The policy also applies to companies or individuals contracted to provide goods and services.

1.6. For the purposes of the policy, the terms ”IT system”, “computer system”. “systems” and “equipment” mean any computer or microprocessor based system, computer or communications network used for storing, processing or otherwise accessing or disseminating any official information.

Business Partnerships and Third Party Suppliers

1.7. The Quantum partner (EDS) and all other IT service providers are required to comply with this order.

1.8. The management of the contract with EDS and any other contract with a third party supplier may require supplementary procedures to be adopted by HMPS staff.

Security Clearances

1.9. All staff and contractors handling HMPS data must be security cleared to an adequate level having regard to the protective marking of the data being processed.

Output

1.10. Users of HMPS computer systems must comply with the law.

The principal legislation with impacts upon information system (I.S.) security are:

· The Data Protection Act 1998 - which protects the rights of individuals whose personal data, is held by HMPS whether on computer, in paper records or any other media.

· Human Rights Act 1998 – which protects the human rights of individuals working for HMPS

· The Computer Misuse Act 1990 - makes unauthorised access to a computer and its data an offence.

· The Copyright, Design and Patents Act 1988 - protects the software author's exclusive rights of reproduction, publication and alteration.  The use of unlicensed software on a computer is an offence. It also protects the rights of authors of electronic documents or data obtained from external sources such as the Internet.

· The Regulation of Investigatory Powers Act 2000

· The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000

· Employment Rights Act 1996

Users of HMPS computer systems must comply with HMPS Security Policy.

The principal policies which influence HMPS information system security policies are:

· Cabinet Office Manual of Protective Security

· Government Secure Intranet Community Security Policy (GSI CSP)

· Home Office IT Security Policy

Security Operating Procedures (SyOps).

 Purpose

1.11. SyOps are required for all computer systems operating within HMPS and apply to all Quantum and non Quantum IT assets owned or operated by HMPS or any other third party supplier to HMPS.

Mandatory Action

1.12. SyOps describe the security procedures that must be followed by all users of HMPS computer systems and underpin the PSO.
1.13. SyOps state the security responsibilities in the use of computer systems to access HMPS data, which may or may not be protectively marked (see chapter 2).  
1.14. SyOps for Quantum related systems are available on the HMPS Intranet.
1.15. SyOps for non Quantum related systems are available from the system owner.

Audit and Monitoring
1.16. Internal Audit and the IT Security Team will monitor policy implementation.

1.17. The initial point of contact for additional advice on IT Security is:

IT Security Team

Room 209

Cleland House

Page Street

London

SW1P 4LN

Tel:
020 7217 6220

Fax:
020 7217 6418
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CHAPTER 2 - PROTECTIVE MARKING SCHEME
Purpose

2. This chapter provides advice, information and guidance to staff on the meaning and implications of applying the HM Government Protective Marking Scheme.

2.1. The protective marking scheme used by Government departments is described by the Home Office in HON 43/1994.

2.2. The instruction explains the four levels of protective markings: RESTRICTED, CONFIDENTIAL, SECRET and TOP SECRET and gives specific advice to staff about:

· The protective markings of data processed on Prison Service information systems

· The requirements for the handling of protectively marked information

2.3. Information held and used by HM Prison Service (HMPS) ranges form highly confidential or sensitive through to public information.  The confidentiality of sensitive material and the integrity and availability of all HMPS information must be ensured.

2.4. It is necessary to decide what sort of information is being processed and to protect each set of information with the level of security appropriate to its sensitivity.

2.5. By following this instruction HMPS will minimise the risk of comprising sensitive or confidential information

Mandatory Action

2.6. All staff must become familiar with the handling requirements of material that is protectively marked.

General Advice

2.7. HMPS is responsible for and handles a vast range of information assets that require protection.  The protective marking scheme is designed to help staff value information assets and thus determine and indicate to others, the level of protection needed to be given to the assets.
2.8. Assets mean anything valuable for which HMPS is responsible.  Examples of assets are:
· information stored in documents, manual records and filing systems

· data stored or processed in information technology systems

· data transmitted on networks or telephone lines

· data held on media e.g.: floppy disks, hard disks, magnetic tape, CDs, DVDs and ether memory storage devices. 
2.9. The protective marking of the asset is determined by the consequences of the compromise of the asset.  Compromise being the accidental or deliberate violation of asset Confidentiality due to:

· unauthorised disclosure

· loss

· theft

· destruction

· tampering

· deliberate or accidental modification

Protective Markings
2.10. Protective markings are labels that show how valuable an asset is and that value is determined by reference to the amount of damage that is likely to occur if the asset is compromised.  In all cases the protective marking to be given to an asset must be determined by the consequence of its compromise, however that might occur.

2.11. For information contained in manual form or on IT systems the guiding factor will be the consequences of breach of confidentiality:

· What will be the impact upon HM Government, HM Prison Service or an individual if someone who intends to do harm, reads the information?

· What will be the impact upon HM Government, HM Prison Service or an individual if an unauthorised person gains access to the information?

2.12. The markings are divided into four levels:

· RESTRICTED

· CONFIDENTIAL

· SECRET
· TOP SECRET

2.13. Each is defined according to the consequences of the compromise of the information (Annex A).  The most damaging consequences are at the highest level (TOP SECRET) while the least damaging consequences are at the lowest level (RESTRICTED).

2.14. Each level of protective marking corresponds to a standard of protection.  The higher the level of protective marking, the greater the damage likely to occur if the information is compromised and hence the more extensive the security measures to be implemented in protecting it.

2.15. The terms of the definitions and the four levels of protective marking are designed to help mark material accurately with the most appropriate marking:

· too high a marking will mean that over- elaborate security measures are applied.  Anyone handling the information wastes money and time on unnecessary security procedures.  This waste continues throughout the lifetime of the information asset.  Too high a marking can also lead to unnecessary restrictions on the information use, resulting in a lessening of its practical value 
· too low a marking will mean that the information is put at risk and security measures will be too  limited to protect it adequately
Note: The presence of a protective marking on data does not necessarily exempt it from the requirements of the Data Protection or Freedom of Information Acts.  If in doubt advice should be sought from HMPS Information Manager.

Descriptors
2.16. Underpinning the need to protect against compromise is the principle of only giving access to information to those who need to have access.  This ‘need to know’ principle is supported by a system of ‘descriptors’.  The descriptors serve two functions:

· they show what sort of sensitive information is being protected and

· they help people handling information to consider who should or should not have access to it

The core descriptors and their definitions are listed at Annex B.

2.17. If descriptors are used they will generally sit alongside a protective marking to indicate the nature of the material’s sensitivity.  They do not in themselves mean having to apply additional security measures or handling procedures. However, it may be necessary to introduce common sense precautions to protect such material from unauthorised disclosure.

2.18. Descriptors can describe only in the broadest terms who should not be given access to the information.  Staff will still need to consider the ‘need to know’ principle and to ensure that the information is spread no more widely than it has to be.

2.19. If a descriptor is used in addition to a protective marking, then it should follow the marking, e.g.:

· RESTRICTED
 – INVESTIGATION

· CONFIDENTIAL – MANAGEMENT

Protection of Commercial Information

2.20. Information that is classified COMMERCIAL-IN-CONFIDENCE by HMPS’ business partners should be treated in a similar manner to official documentation protectively marked at RESTRICTED.  Any commercial information provided in confidence and any information the disclosure of which would prejudice the procurement process, or the operation of the contract, should continue to be classified normally as RESTRICTED (plus the relevant descriptor “CONTRACTS” or “COMMERCIAL”).

2.21. Tender files will usually be classified from the beginning as RESTRICTED – CONTRACTS 

given that even early information such as the identity of those on the tender list cannot be disclosed without risk of damage to the integrity of the procurement process.  After contract award the file(s) bearing details of the contract will remain classified as RESTRICTED – CONTRACTS.  Other material may be suitable for declassification except where provided in confidence.

Protective Marking Guidelines for HM Prison Service data

2.22. HMPS data provides a great deal of information about its operations, staff and prisoners.  The data has been considered in terms of the characteristics described in Annex A and most of it is considered to be sufficiently sensitive to attract a protective marking.

2.23. Table 1 below gives the current view of the level of protective marking for categories of HMPS data.

	Data Category









	Protective Marking



	Prisoner Personal Administration 

Staff, Personnel and Pay 

Contracts and Procurement 

Finance/ Commercial Information 

Contingency Planning 

Operational information including Information about HMPS IT systems 

Security Intelligence 

Standards and Security Audits 



 


	RESTRICTED

RESTRICTED

RESTRICTED

RESTRICTED 

RESTRICTED  RESTRICTED

CONFIDENTIAL

CONFIDENTIAL


Table 1

Note that:

· table 1 represents the current view and will be subject to review and potential change

· no data held by HMPS is currently considered to be SECRET or TOP SECRET and consequently this instruction does not consider the implications of that level of protective marking 

· if staff find themselves with access to this level of protectively marked data, advice should be sought from Security Group, Home Office Departmental Security Officer or HMPS IT Security Team

Information Systems processing RESTRICTED information

2.24. Most of HMPS information systems process either data that is not protectively marked or data that is RESTRICTED.  Table 1 shows the general categories of information that are considered RESTRICTED. The Quantum IT Infrastructure is designed to provide adequate protection commensurate with the requirements of RESTRICTED information.

2.25. In their day-to-day duties most staff will need to generate or handle material that is protectively marked RESTRICTED.  It is therefore essential that all staff become familiar with the handling requirements for RESTRICTED material which appear later in this order

Information Systems processing CONFIDENTIAL information

2.26. Some HMPS information systems process data that is protectively marked CONFIDENTIAL as indicated in Table 1.  At present these systems are required to be separated from the core Quantum IT infrastructure.  Each system is designed to provide adequate protection appropriate for the protective marking of the data that it processes. There are more extensive and stringent handling requirements at this level, particularly in areas of:

· registration and filing

· storage

· copying

· carriage

· destruction

· downgrading

2.27. It is essential that staff who generate or handle CONFIDENTIAL material become familiar with the handling requirements for CONFIDENTIAL material which appear later in this instruction.  HMPS staff should note that:
· line managers should ensure that staff who are required to handle CONFIDENTIAL material are informed in advance of the need to handle such material and are clearly advised on handling requirements appropriate for the particular circumstances

· any members of staff who find themselves unexpectedly in possession or potential possession of CONFIDENTIAL material should ask their line manager to confirm that the possession of the material is authorised and to ascertain the appropriate handling procedures.
Home/Mobile Workers

2.28. Protectively marked assets removed from the office should be carried securely, preferably in a briefcase, box or pouch.  A container of this type should remain in the possession of the individual at all times unless it can be stored in an approved security container.

2.29. Protectively marked assets should not be worked on anywhere where the contents might be overlooked or otherwise noticed and they should not be left unattended in any public place such as a restaurant, hotel, taxi or public transport vehicle.

2.30. Protectively marked assets should not be entrusted to the custody of a member of the public, for example, by being left in a hotel safe or left locked in an unattended vehicle.  Anonymity is usually desirable but to guard against accidental loss it is advisable to attach a discreet label to the briefcase or other container, bearing wording to the effect that anyone finding it should telephone the appropriate contact or hand it in to the nearest police station.

Handling Requirements for RESTRICTED Material

2.31. Most staff may need to handle or generate RESTRICTED material in the course of their work.  They must become familiar with the requirements for handling RESTRICTED information.  The information provided in the chapter represents the most frequent handling requirements for restricted material.  It is not exhaustive and in cases where clarification or additional information is required, advice should be sought from the HMPS IT Security Team.

Level of Protection

2.32. The level of protection for assets marked RESTRICTED should promote discretion in order to avoid unauthorised access.

Baseline Objectives

2.33. For the storage and control of assets marked RESTRICTED it is necessary to implement effective security measures in order to:

· Make accidental compromise or damage unlikely during storage, handling, use, processing, transmission or transport

· Deter deliberate compromise or opportunist attack

· Dispose of or destroy in a manner to make reconstruction unlikely

Electronic Marking

2.34. There is no requirement for an electronic file containing RESTRICTED data to be electronically marked with its protective marking.  There is no mandatory security requirement for the protective marking to be displayed on screen, however, there may be a functional requirement for this to be done in some instances.

Hard Copy Marking

2.35. All pages of RESTRICTED documents in hard copy are to be physically marked with the full label of the protective marking.  The author of the document can take specific action to do this, for instance by:

· inserting the label in the electronic version of a word-processed document, a spreadsheet, or other item to be printed.  This is appropriate where the user has control over the document set up

· physically stamping each page with the label 

· automatic insertion of the label by application into the document, spreadsheet, report etc.

2.36. The protective marking takes precedence over any other marking.  By convention, the protective marking is placed top and bottom of each page.  At the top of the page, the protective marking should be placed by itself on a separate line above any other marking.  At the bottom of the page, the protective marking should be placed by itself on a separate line below any other marking.

Copying

2.37. There is no general restriction on copying RESTRICTED documents, though the following should be borne in mind:

· copying should be kept to the minimum necessary to avoid redundant copies

· modern photocopiers use computer technologies and may retain data internally in storage after copying

· restrictions may be placed on copying particular documents by the originator or manager.  Such restrictions must be complied with.

Custody 

2.38. RESTRICTED material must be kept locked away when not in use.  A locked drawer such as found in typical office furniture is adequate.

Carriage

2.39.  RESTRICTED items may be sent:

· by trusted hand in a closed cover or container

· by post or other courier or messenger service.

The cover should not be marked with the protective marking other than PERSONAL or ADDRESSEE ONLY. It should be addressed to an individual by name or appointment.

Storage Media

2.40. Storage media (other than integral hard disks) should be physically marked with the full label of the highest protective marking.  If media contains RESTRICTED and unclassified data the media must be marked as RESTRICTED.  Such media includes, but is not limited to, floppy disks, removable hard disks, magnetic tapes and CD’s.  When a hard disk is removed from a computer and is retained on site for repair or destined for disposal, it is to be physically marked with the full label of the protective marking.

Downgrading

2.41. A protectively marked item may have its protective marking lowered or removed by an authorised person (normally the originator of the item).  This process is called ‘downgrading’.

Destruction – Hardware and Media 

2.42. All media or other hardware containing RESTRICTED information and which is to be destroyed (typically after the failure of the media or hardware) should be disposed of securely and in the approved manner, as detailed in the Quantum Intranet site.

2.43. RESTRICTED documents should be disposed of with care or destroyed to make reconstitution unlikely.  Depending on local arrangements and facilities, RESTRICTED documents may be collected for secure destruction by burning or may be shredded using a cross-cut shredder.  If a straight-cut shredder is used, then the shredded material must be collected for secure destruction.

Handling Requirements for CONFIDENTIAL Material

2.44. Some staff may need to handle or generate CONFIDENTIAL material in the course of their work.  They must become familiar with the requirements for handling CONFIDENTIAL information.  The information provided in this chapter represents the most frequent handling requirements for CONFIDENTIAL material.  It is not exhaustive and in cases where clarification or additional information is required advice should be sought from the HMPS IT Security Team.

Level of Protection

2.45. The level of protection for assets marked CONFIDENTIAL should inhibit casual or wilful unauthorised access and be likely to help in the identification of compromise.

Baseline Objectives

2.46. For the storage and control of assets marked CONFIDENTIAL it is necessary to implement effective security measures in order to:

· make accidental compromise or damage unlikely during storage, handling, use, processing, transmission or transport

· control the communication of the planned movement of physical assets

· offer a degree of resistance to deliberate compromise

· detect actual or attempted compromise and help identify those responsible 

· dispose or destroy in a manner to make retrieval or reconstruction.

Electronic Marking

2.47. There is currently no requirement for an electronic file containing CONFIDENTIAL data to be electronically marked with its protective marking.  There is no mandatory security requirement for the protective marking to be displayed on screen, however, there may be a functional requirement for this to be done in some instances.

Hard Copy Material

2.48. All pages of CONFIDENTIAL documents in hard copy are to be physically marked with the full label of the protective marking.  The author of the document can take specific action to do this, for instance by:

· Inserting the label in the electronic version of a word-processed document, a spreadsheet or other item to be printed.  This is appropriate where the user has control over the parameterisation of the document

· Physically stamping each page with the label

· Automatic insertion of the label by application into the document, spreadsheet, report etc.

2.49. The protective marking takes precedence over any other marking.  By convention, the protective marking is placed top and bottom of each page.  At the top of the page, the protective marking should be placed by itself on a separate line above any other marking.  At the bottom of the page, the protective marking should be placed by itself on a separate line below any other marking.

Copying

2.50. There is no general restriction on copying CONFIDENTIAL documents, though the following should be borne in mind:

· copying should be kept to the minimum necessary to avoid redundant copies

· modern photocopiers use computer technologies and may retain data internally in storage after copying

· restrictions may be placed on copying particular documents by the originator or manager.  Such restrictions must be complied with.

Custody

2.51. CONFIDENTIAL material must be kept locked away in a security container when not in use.  A Class 2 vertical filing cabinet with combination lock is suitable for this purpose.  This will offer resistance to a casual or opportunist attack.

Carriage

2.52. CONFIDENTIAL items may be sent:

· by trusted hand in a sealed cover (i.e.: envelope) or secured container

· by post or other courier or messenger service.

Single covers must not be marked with the protective marking or descriptor, other than PERSONAL or ADDRESSEE ONLY. It must be addressed to an individual by name or appointment.  

2.53. Double covers must be used if sent to a non-government address, marked and addressed as described below:

· outer covers should not show the protective marking but must show the recipient’s name appointment and address and a return address in the event delivery cannot be made

· inner covers should be similarly addressed, clearly marked CONFIDENTIAL and where applicable, caveat and descriptor must also be shown.

Storage Media

2.54. Storage media (other than integral hard disks) that contain CONFIDENTIAL data are to be physically marked with the full label of the protective marking.  Such media includes, but is not limited to, floppy disks, magnetic tapes, CD’s.  When a hard disk is removed from a computer and is retained on site for repair or destined for disposal, it is to be physically marked with the full label of the protective marking.

Destruction – Hardware and Media

2.55. All media or other hardware containing CONFIDENTIAL information and which is to be destroyed (typically after the failure of the media or hardware) should be disposed of securely and in the approved manner.

2.56. CONFIDENTIAL documents should be disposed of with care or destroyed to make reconstitution unlikely.  Depending on local arrangements and facilities, CONFIDENTIAL documents may be collected for secure destruction by burning or may be shredded using a cross-cut shredder.  If a straight-cut shredder is used, then the shredded material must be collected for secure destruction.

CHAPTER 3 - THE SECURE USE OF THE GOVERNMENT SECURE INTRANET, INTERNET 

AND E-MAIL

Purpose

3. The purpose of this section is to guide staff and other authorised users of HMPS IT systems on the appropriate use of HMPS e-mail and access to officially supplied Internet accounts for accessing the World Wide Web (the Internet) either direct or through the Government Secure Intranet (GSI). This access includes the use of any HMPS computer and further includes any access to the web through third party owned computers from HMPS premises or across HMPS/Quantum networks.  Internet access will generally be achieved solely via the GSI.

3.1. The section contains important rules and guidance about using e-mail and access to the Internet, and has been written to guide users as to appropriate use of the system.  It explains how the GSI, e-mail and the Internet browser should be used; what is allowed and what is not allowed; and describes good practice that should be followed.

The e-mail system and access to GSI and the Internet are intended for official use. They must not be used in ways which could expose the network to hostile attack or which may cause offence to other users. These systems have been supplied for use in relation to your work, but reasonable private use, not involving commercial gain or other inappropriate activities, is permitted, as long as it does not interfere with the performance of your duties and does not take priority over work responsibilities.  There are further specific rules about the use of e-mail that are mentioned below.
3.2. All users should have, at a minimum, limited access to the Internet.  This will be restricted to a list of Approved websites.  Some users have “Enhanced” access to the Internet meaning they can access the full Internet with the exception of some banned sites. This Enhanced access is awarded on a business need basis.

3.3. It is important that all staff using e-mail and the Internet are seen to be using it responsibly at all times.  Users should be aware that e-mail usage and access to Internet sites is traceable.  Users must also consider the potential effect on HMPS corporate reputation of any e-mail sent, information ‘posted’, information retrieved or files transferred.

3.4. Staff using the GSI, Internet and e-mail must be aware that any inappropriate use of HMPS communications systems whether under this policy or otherwise may lead to disciplinary action being taken against them under HMPS PSO 8460 which may lead to dismissal.

3.5. As well as including some general rules to be observed in using the GSI and the Internet, this document examines some specific areas where legal and other problems might arise both for you personally and for the Prison Service. Under each section there is an explanation of potential problems and some rules and guidance to help you to avoid these. 

3.6. Failure to comply with the rules and guidance set out in this Policy may:
· result in legal claims against you and the Prison Service; and 

· lead to disciplinary action being taken against you, under the procedures set out in PSO 8460. Such action might result in your dismissal. The sanctions that the Prison Service applies will depend on the gravity of the misconduct revealed following an investigation, the object of which would be to prove on the balance of probabilities whether there had been a breach of discipline and/or procedures.
3.7. It is vital that you read this policy carefully. If there is anything that you do not understand, it is your responsibility to ask your managers to explain and help you. Changes to this policy will be advertised on the Intranet and you will be reminded to read it at 6 monthly intervals.
Mandatory Actions

3.8. Access to the Internet must only be gained on officially supplied hardware via the GSI.

3.9. Before any connection of a Prison Service standalone computer to the Internet is allowed it must be authorised in advance and in writing by the HMPS IT Security Team.

3.10. Prisoners must not be allowed uncontrolled access to the Internet and/or to a computer that has software installed enabling Internet connectivity to be achieved.
Monitoring of GSI, e-mail and the Internet

3.11. The GSI is monitored by the Office of Government Commerce (OGC), at the firewalls, to notify managers when it is under attack or being maliciously scanned by hackers. 

3.12. HMPS will not routinely monitor personal communications.  However, the content of e-mails will be monitored if a member of staff is suspected of criminal activity or misconduct, in order to protect HMPS from unauthorised disclosure and to ensure that no offensive, distasteful or obscene e-mails are being received or sent in support of HMPS Equal Opportunities and Diversity Policy.

3.13. In order to ensure compliance with this policy, HMPS may employ monitoring software to check on the use and content of e-mail to ensure that there are no serious breaches of the policy.  HMPS specifically reserves the right for IT Security Team authorised personnel to access, retrieve, read and delete any communication that is created on, received through or sent in the e-mail system, to assure compliance with all HMPS policies.

3.14. Any information stored on a computer, whether the information is contained on a hard disk or in any other manner may be subject to scrutiny by HMPS.  This examination helps ensure compliance with internal policies and the law.  It supports the performance of internal investigations and assists the management of information systems.

3.15. Part of a manager’s role is to continually assess staff performance and to make themselves aware of any factors that may be affecting it. They will, therefore, as they do for other private activities taking place in the workplace, observe use of the Quantum system/Internet and assess whether it is adversely affecting the performance of their staff.

3.16. Note: E-mail messages that have been deleted from the system can be traced and retrieved.  Therefore, all persons having a part in creating or forwarding any offending e-mail can be identified.  E-mails, both in hard copy and electronic form, are admissible in a court of law.

E-mail Use

3.17. E-mail allows us to send the same message to a number of colleagues at the same time.  It is quick, easy and efficient but should be treated with the same care as any written communication.  It should be drafted, spell checked and read through thoroughly before it is sent.  Remember once you have sent an e-mail you are unlikely to be able to retrieve it or prevent it from arriving.

3.18. Not only can e-mail messages be read en route but also they can be easily modified or deleted, particularly when transmitted across the Internet to third parties.  Users can-not be sure that the messages or data originated from the apparent sender or contained the data that the sender intended.

E-mail Best Practice

3.19. Use professional language when e-mailing both internally and externally.

3.20. Whenever possible have e-mails sent to yourself – when it is necessary to have e-mails sent to someone other than yourself, you should ensure that the alternative recipients contact details are known.

3.21. Use e-mail for circulating text files.  Recipients can then print out or just check on screen the section relevant to them rather than being presented with a great wedge of paper.  Do your bit to save the environment.
3.22. Consider using a separate signature file that contains these words,
"This message is personal. The opinions expressed are in no way an official view of the Prison Service; neither should they be considered an indication of Prison Service policy." This can be applied to any personal messages that you send. You can use the Insert - Signature command in Outlook to choose the correct signature file. (See 3.42 below.)
3.23. Ask yourself, before sending an e-mail, how you would feel if your message was read out in Court. E-mail messages may have to be disclosed in litigation.

3.24. Obtain confirmation of receipt for important e-mails sent, but do not request receipts for every message sent or you may overload the system.  
3.25. Check your e-mail on each working day. Use the Rules Wizard in Outlook to allow a deputy or your line manager access to your messages while you are away from the Office if you are likely to receive mail needing urgent attention. 
3.26. Remember that Protectively Marked material must not be sent over the Internet and that only officially provided machines should be used for processing Prison Service data. 

3.27. Reply promptly to all e-mail messages requiring a reply. Where a prompt detailed response is not possible, send a short e-mail acknowledging receipt and giving an estimate of when a detailed response will/should be sent.

You must not:

3.28. Open any suspect e-mails or attachments.  Viruses often accompany e-mails with unusual titles.  Beware of e-mails warning of a virus that will destroy your computer and asking you to e-mail colleagues warning them of the virus.  The majority of these are hoaxes and serve to clog up the system.  If you receive any such e-mails contact the EDS helpdesk on 0191 587 8388 or your approved third party service provider.

3.29. Attempt to read other user’s mail without their express permission.

3.30. Send any form of jokes of a personal nature.  What may appear funny to you, may be regarded as offensive and or hurtful to others.

3.31. Upload, download, use, retain distribute or disseminate any message that can be construed as defamatory, sexist, racist, indecent, obscene, pornographic, abusive, libellous, illegal or amounting to prejudice, harassment or a personal attack of any kind, whether in the form of pictures or words.  This is against HMPS’ policies on e-mail, equal opportunities and diversity. Such abuse could lead to disciplinary action under PSO 8460

3.32. Impersonate any other person when using e-mail or amend any messages received.

3.33. All users must familiarise themselves with PSO 9020 on the Data Protection Act 1998 & Freedom of Information Act 2000. If you make or encourage another person to make an unauthorised disclosure knowingly or recklessly you may be held criminally liable, or subject to disciplinary action.

3.34. Attach or forward any file imported from removable media e.g. a floppy disc or CD-ROM without having first checked it for viruses.

3.35. Seek to gain access to restricted areas of the network or pursue other hacking activities. This could be a disciplinary offence and a criminal offence under the Computer Misuse Act 1990.

3.36. Send or forward e-mail chain letters.  Doing so will be treated as a disciplinary offence.  Chain letters are defined as any message or attachment that requests the recipient to forward it to others. These may pose a threat to the system by using up storage space. HMPS may interpret them as harassment or intimidation. Should you receive a chain letter delete immediately.  In cases of cultural belief contact the IT Security Team on 020 7217 6620.

3.37. Send very large files (over 250KB) by e-mail unnecessarily.  Be aware that 10MB is the upper limit for internal messages (within HMPS), 2MB for many external ones.  Large attachments can cause bottlenecks, particularly on the wide-area network links to establishments. PowerPoint and Excel files for example, should be zipped – or sent by disk which is first of all virus checked.

3.38. Send e-mails, without authority to do so, that could be interpreted as a contract or an offer.  Care must be taken when using e-mail as a means of communication as all expressions of fact, intention and opinion via e-mail may bind you and or HMPS and can be produced in court in the same way as oral or written statements.

3.39. Use any HMPS communication systems for private business use including banking.
Personal Use

3.40. Personal use is permitted but you must ensure that your use of HMPS e-mail:

· does not interfere with the performance of your duties

· does not take priority over your work responsibilities

· does not incur unwarranted expense on HMPS

· does not have a negative impact on HMPS in any way

· is lawful and complies with this policy.

Sending External E-mails

3.41. When sending information by e-mail to persons or organisations outside the Prison Service/Home Office ensure the recipient needs and is authorised to receive it.  Some intended recipients might have rigorous e-mail gateway protocols (or firewalls), which can automatically screen all incoming e-mail for content and source.  If this is the case, consider whether this means of communication is appropriate.

3.42. Personal external e-mails should clearly identify to the recipient that the message is personal and does not express an official view or opinion of HMPS. The following type of disclaimer should be used:

‘This e-mail is confidential and intended solely for the use of the individual to whom it is addressed.  If you are not the intended recipient, be advised that you have received this e-mail in error and that any use, dissemination, forwarding, printing, or copying of this e-mail is strictly prohibited.  If you have received this e-mail in error please contact the sender.  Any views or opinions presented are solely those of the author and do not necessarily represent those of HMPS.  Although this e-mail and any attachments are believed to be free of any virus or other defects which might affect any computer or IT system into which they are received, no responsibility is accepted by HMPS, or it’s service providers, for any loss or damage arising in any way from the receipt or use thereof’ (See 3.22 above).

3.43. The disclaimer can be added to your e-mail using the signature facility within Microsoft Outlook. If you are unsure how to set up a signature template see The Quantum Workstation User Guide ‘Formatting a Signature Block’.

Marking and Sending Restricted E-mails

3.44. Protectively marked e-mail or attachments must not be sent via the Internet or similar open networks. The automatic forwarding of e-mail to a non-departmental destination is forbidden. Such a mechanism can lead to the accidental transmission of sensitive information.

3.45. Protectively marked e-mail messages must have the word RESTRICTED boldly marked at the top and bottom of the message.

3.46. When sending RESTRICTED information, ensure that the e-mail address is in the form of either name@dept.gsi.gov.uk, name @cjsmnet, Division.CJU@constabulary.pnn.police.uk, or name@gsx.gov.uk.  If ‘gsi.gov.uk’ , ‘.pnn.police.uk, ‘csm.net’ or ‘gsx.gov.uk’  is not present after the @ sign, you must not send RESTRICTED information to that address.

Examples:
Joe.Blogss@homeoffice.gsi.gov.uk
Division.CJU@dyfedpolice.pnn.police.uk
YJB@cjsm.net or aandother.solicitors@cjsm.net
  powysprobation@gsx.gov.uk

Internet (World Wide Web) Use Guidance

3.47. All access to the Internet is recorded and saved. Internet usage is regularly monitored by the Prison Service to ensure that it is not being misused.

3.48. The Internet is a hostile environment: be on your guard. Remember that it is an international network. Something that is legal in another country may be illegal in the UK, and vice versa. Laws of contract differ from country to country so be sure not to express enquiries in a way that might imply a contract.

3.49. Remember that the Internet is not secure and it is wise to assume that people other than your intended recipients may read any message you send.

3.50. Internet access has been supplied for use in relation to your work, but reasonable private use, not involving commercial gain or other inappropriate activities, is permitted, as long as it does not interfere with the performance of your duties and does not take priority over work responsibilities.  

3.51. Only web sites owned by reputable companies or organisations should be accessed by a Quantum user. A reputable company or organisation is defined as one that would suffer loss of face, or a damaged reputation if its site was the source of an attack on a visitor or a visitor's organisation.

3.52. Sites that should explicitly not be accessed include, but are not limited to, personal web-sites i.e. those created and managed by individuals for their own purposes, sites that feature games, sites which contain sexually inappropriate, racist, or homophobic material, music sites and Warez (Software that has been stripped of its copy-protection and made available for download). If you are unsure don’t go there, and don’t copy material.

3.53. The following provides examples of activities that are considered to be inappropriate. This list is not exhaustive:

· Visiting unacceptable web sites such as those containing pornographic, sexually explicit, racist, homophobic or other discriminatory material which would be in breach of Prison Service policies, or details how to undertake computer hacking;

· Downloading and/or sending on material from such sites. NB This could constitute a criminal offence; 

· Undertaking activities for commercial gain e.g. in connection with a business run by yourself and/or a partner or others; 

· Sending classified, sensitive or otherwise potentially damaging material to an unauthorised person; 

· Sending e-mails, either within or to outside the Home Office that contain offensive or other unacceptable material or pass on chain letters; 

· Using the facilities for private reasons in such a way that work performance is adversely affected;

· Excessive personal use.


Do not:

3.54. Download software onto any official IT system. This includes software and shareware available for free on the Internet.

3.55. Deliberately visit, view, or download any material from any Web site containing sexual or illegal material or material, which is offensive in any way whatsoever. See the guidance about Harassment below. 

3.56. Hesitate to ask the Quantum Help Desk if you have any difficulties or are afraid that something has gone wrong. 

3.57. Visit doubtful sites on the internet - if you enter one by accident, use the BACK button to get out.

3.58. Visit sites that are not owned by a reputable company or organisation. In particular don't access gaming, sexually inappropriate or music sites.

3.59. Forget that you can be quickly identified as a government employee, whether on e-mail or on the Internet.

3.60. Allow use of the system to interfere with the performance of your duties or to take priority over work responsibilities.

3.61. Make any comment that could be taken as an official viewpoint if you are not replying officially to an incoming message. 

3.62. Register for Internet sites or subscribe to e-mail bulletins. 

3.63. Impersonate others. 

3.64. Download any program from the Internet - or any other file of which you are suspicious. Any separate locally procured and managed Internet access account should not identify the user as a government employee. In particular accounts of the type "gtnet.gov.uk" or "gsi.gov.uk" must not be used. 

3.65. Do anything that could be seen as harassment of anyone, inside or outside the Prison Service or government. 

3.66. "Spam" or "flame" anyone, and don't send or forward chain letters. 

3.67. Libel or defame anyone. 

3.68. Breach copyright. 

3.69. Perform illegal actions, inappropriate activities, or to gamble, or to run a business for your own profit or personal gain.

3.70. Be afraid to ask for help!
Prohibited Use

3.71. The HMPS network and GSI must not be used to do any of the following:
· purchase goods or services on line,

· advertise goods or services of any nature unless this is for official purposes (e.g. information about courses being run by HMPS),

· pursue your own business on the Internet,

· take part in any mailing lists,

· send encrypted messages (except in specific circumstances. For example visiting secure web sites running SSL or other secure sites on GSI or using the Criminal justice Secure email service, CJSM),

· commit any crime, whether or not explicitly mentioned in this guidance, such as hacking (attempted or actual illegal entry to another computer or computer network), forgery or misrepresentation, 

· gamble, to take part in any games or visit "chat rooms" on the Internet,

· set up or manage websites using the Office network or GSI that are unconnected with official business or managed for your personal gain. You should contact Internal Communications if you need a website to be created or developed for official purposes,

· send or forward chain letters. If you receive a chain letter by e-mail, delete it.

Registering Details on Remote Sites

3.72. Many useful sites require you to register to use them. This can cause problems for several reasons, for example if the site managers use the information to send you advertisements by e-mail. Be careful when providing any details to external sources and supply the minimum detail required to register successfully. 

3.73. As a general rule, do not use networked machines to register at websites. If you have a standalone computer, provide the minimum information possible to register. Where a website has valuable content, such as newspaper content, that seems at first glance as though it cannot be obtained otherwise, ask the Library whether Prison Service related content can be retrieved in another way. In a number of cases there are alternative sources that can be used for preference. However, be specially careful not to infringe copyright if you copy information.  As a general rule, do not register with mailing lists (either Usenet lists or those run on servers such as the UK academic community Mailbase server) or for newsletters that are delivered by e-mail. The network may not cope with large numbers of copies of the same file arriving at the same time. You can read copies of the messages in many of these lists on the websites of their hosts.

Potential Misuse

Potential Misuse Identified through automated monitoring
3.74. In the case of visits to inappropriate web sites, or other potentially inappropriate use of the Quantum system, Governors and Heads of Group will be informed. 

3.75. Consideration will first be given to whether circumstances are such as to warrant the individual’s access to the Internet and/or Quantum being immediately suspended (eg the circulation of pornographic, sexually explicit or racist material), pending an investigation. The views of IT Security will be sought to establish whether the activities have involved, or are likely to involve, a breach of security procedures. If immediate suspension of the facility is deemed necessary, the Governor or Head of Group will request IT Security to initiate this. 

3.76. The Governor or Head of Unit will be asked to ascertain whether there was a need for the site(s) to be visited for official purposes. If so, no further investigation will be required.

3.77. If the visits were not officially authorised, an investigation will be initiated in line with PSO 1300. If further, individual, monitoring is required as part of the investigation, this will be authorised and funded by the Governor or Head of Group. In cases involving potential breaches of security, this authority may be given by IT Security or PSU.

3.78. Results of the investigation will be forwarded to the Governor or Head of Group, who will consider further action in accordance with current disciplinary procedures. If a disciplinary offence is proved, the normal penalties will apply. These range from a warning about future conduct to dismissal. Details of the current disciplinary procedures, including rights of appeal, can be found in PSO 8460.

NB
If it appears that the activities may have constituted a criminal offence, legal advice may be obtained before any internal investigation under the disciplinary procedures takes place.

Potential misuse identified by line management

3.79. If a line manager identifies a decline in an individual’s level of performance, normal procedures will be followed to identify the reasons and to raise performance to an acceptable level. If excessive personal use of Quantum/the Internet is a contributing factor, this should be drawn to the individual’s attention and normal warnings should be given. Refer to PSO 8450.

3.80. If a manager observes that an individual’s private use of these facilities is excessive or if they observe offensive or other inappropriate material on that individual’s screen, normal managerial action should be taken to address these issues. In serious cases, this may mean proceeding immediately with disciplinary investigations. 

3.81. If, after the above actions have been taken, the private use of Quantum/the Internet ceases to be a performance issue and becomes a disciplinary matter, an investigation should be initiated. Where appropriate, as part of such an investigation, further monitoring should take place.

3.82. Results of any investigation will be forwarded the Governor or Head of Group who will consider further action in accordance with normal disciplinary procedures. 

3.83. The procedures for identifying misuse will be kept under review and staff will be informed of any changes.

3.84. The Annex attached to this Notice answers some questions you may have. Further information may be obtained from the contacts shown at the start of this document.

3.85. The Prison Service unions have been consulted about the terms of this document.

Sexually Inappropriate & Offensive material

3.86. The general principles relating to sexually inappropriate and other offensive material are set out in the sections on harassment and "Dos and Don'ts". But because some parts of the Office may have a business requirement to access this type of material in the course of their work, the following additional guidance is offered. 

3.87. Sexually inappropriate material or other offensive material must not be accessed. If you accidentally enter an inappropriate web site use the "Back" button to leave as quickly as possible.

3.88. If your work involves using the Internet to deal with material that would be considered offensive or to constitute harassment if openly displayed, permission must be obtained in writing from your line manager, and all access must be via a standalone computer. Any separate locally procured and managed Internet access account should not identify the user as a government employee. In particular accounts of the type "gtnet.gov.uk" or "gsi.gov.uk" must not be used. A log or other audit trail must be kept and maintained of any such access. The impact of inadvertent access upon colleagues not directly involved with this work will also need to be considered - please take care when positioning standalone machines to minimise overlooking. Additionally, consideration should be given whether to clear the browser cache at the end of each session - your QPC will be able to advise on how to do this.

3.89. This Policy does not replace some other documents that should be read in conjunction, notably the Quantum Security Operating Procedures (SyOPs), and the content of PSI 13/2004 available on the Intranet.  Please note that the SyOPs apply equally whether the use of the equipment is official or non-official and should be referred to in case of doubt.

Harassment

3.90. What is Harassment?
3.91. Harassment can broadly be said to include a range of unwelcome behaviour which,whether intentionally or not:

· creates feelings of embarrassment, humiliation, intimidation or discomfort or causes offence, and/or 

· or appears to threaten job security or prospects.

3.92. It is difficult to give an exhaustive list of behaviour which constitutes harassment and the particular context will often be important. The perception of the behaviour by the recipient is often crucial, as is the impact of the behaviour on the recipient. In the context of electronic communication, harassment might include any offensive or intrusive manner of communication, which includes sexually or racially derogatory remarks, innuendo, mockery (e.g. of a disability), lewd or racist jokes, sexually explicit or suggestive material, or intimidatory or bullying behaviour towards colleagues. Activities such as the frequent sending of irrelevant messages or sending abusive messages to a person or group of persons (the practices described as spamming and flaming in Internet literature) may also constitute harassment.

3.93. What you must not do

3.94. As an equal opportunities employer, the Prison Service believes that all staff have the right to be treated with dignity and respect. Harassment or discrimination of any kind are unacceptable and can be unlawful. However, the policy extends beyond the purely legal requirements and the Service will view any form of harassment or discrimination very seriously.

3.95. What are the consequences of not following this policy? 

3.96. Disciplinary measures, including dismissal in serious cases, may be taken against the perpetrator, in accordance with HMPS Policy and Disciplinary procedures.

Defamation

3.97. What is defamation?
3.98. The Prison Service follows the definition of defamation that exists in law. Defamatory comments are ones that could be held to libel a third party either directly or indirectly, and are sent or shown to somebody other than the sender and the person(s) or company commented about. 

3.99. What you must not do 

3.100. You should avoid any possibility of sending a message that could be taken as defamatory or libellous. Placing the message on the e-mail system is enough for defamation to have taken place. 

3.101. What are the consequences of not following this policy? 

3.102. You may be liable in law for any comments that you make regardless of whether the Prison Service is also liable. Be sure that any "facts" you quote are true, and make it clear whenever you are stating an opinion. You might have damages awarded against you if you are held to be libelling or defaming someone rather than expressing an opinion about them or to them.

Copyright

What is copyright?
3.103. Copyright is a right of ownership to the intellectual effort that goes into creating a written document, illustration, performance, object, piece of software or music etc. 

3.104. What you must and must not do
3.105. When viewing pages on the Internet you must assume that you have no rights other than to look at a document displayed on your screen and to print one copy for your own use. 

3.106. Remember that you can send the web address (Universal Resource Locator or URL) of many pages via e-mail to other people who may be interested. In that way you may avoid potential copyright problems, and also avoid storing complex files or sending large files across the network. 

3.107. What are the consequences of not following this policy?
3.108. Both you and HMPS could be held responsible for a breach of copyright. Damages could be awarded against you as a result of any financial losses incurred by the copyright owner because of your actions. In some cases breach of copyright is a criminal offence for which you can be convicted as well as a civil one for which you can be sued.
Entering into Contracts

3.109. What is a contract?

3.110. A contract exists when a purchaser offers to buy goods or services and the seller agrees to accept the offer. There are strict rules in government about who has authority to enter into contractual relationships and to make purchases generally. This is known as procurement authority and it is different from financial authority. You can easily and sometimes unwittingly enter into a contract by e-mail or through a web site.

3.111. Purchasing and contracting by e-mail

3.112. The rules about purchasing and contracting by e-mail are exactly the same as they are for purchasing by any other means of communication. If you do not have authority to purchase or enter into contracts you must not do so. If you do have purchasing authority, then a contract entered into by e-mail or through a web site is equally as binding as one on paper. 

3.113. You should not express enquiries in a way that can be interpreted as a contractual acceptance or obligation, just as you would avoid doing so in a letter or a telephone call (known as "inadvertent contracts"). 

3.114. In particular, neither the Prison Service or EDS can not accept responsibility for financial loss or damage suffered by a Prison Service employee using HMPS equipment for private transactions over the Internet.

3.115. A number of newspapers and other services require you to register. There are alternative services to many of these. Where a service that requires registration is essential for work, follow the guidance in the Compliance section.

Best Practice

3.116. Keep all passwords secure. Never, NEVER use your Quantum password to register or gain access to other services. Remember that your password is a RESTRICTED item. 

3.117. Remember that Protectively Marked material must not be sent over the Internet and that only officially provided machines should be used for processing Prison Service data. 
3.118. Avoid giving any kind of advice by e-mail or over the Internet, especially where there is any danger of this being quoted as an official interpretation of policy. Include a disclaimer in your message if you need to be sure.

Access to the Internet by Prisoners

3.119. The accessibility of learning materials by prisoners must be balanced against security considerations.  Prisoners will not be allowed uncontrolled access to the Internet.  Access to the Internet will only be granted following a thorough risk assessment on a case-by-case basis.  Access to Internet facilities may allow prisoners to abuse victims either through direct, electronic communication or by indirect proxy contact outside the prison and these considerations must be weighed against any perceived advantages.

3.120. The substantial risk exists that prisoners could use the Internet to commit, prepare for or encourage crime.  Additionally they can access Internet material that might endanger the security of the prison e.g. access to bomb-making techniques.  The basic principle that applies to all forms of communication – preventing the transfer of information that might aid crime or escape and the protection of victims must be applied with regards to Internet access for prisoners.

3.121. Questions and Answers
3.122. What if I need to visit "inappropriate sites" as part of my job?
See 3.79 above.

3.123. What happens if I visit an inappropriate site by mistake?

3.124. Action will normally only be taken when an individual has visited inappropriate site(s) on a number of occasions, or spends an appreciable time viewing the site(s).
3.125. How do I know whether a site is inappropriate?

3.126. Everyone will have their own views on what they consider to be inappropriate, but an objective assessment of how it might be viewed by others should be made. In general, inappropriate sites are those that could cause offence or embarrassment to others or to the Prison Service. Obvious examples are those containing sexually explicit, pornography, paedophilia, or racist, including "race hate", material – in some cases the sites carry warnings that the material is illegal in certain parts of the world. Other examples are those sites providing information on how to make bombs or obtain other weapons.
3.127. I find some of this material funny, not offensive. Why shouldn’t I pass it on to a friend/colleague?

3.128. Even if you find it funny, other people may be embarrassed or offended by it - your sending it on could be perceived as harassment by the person receiving it, e.g. jokes with an inappropriate religious content etc. In some cases, even if you or the person receiving it do not find it offensive, its possession and/or sending it on may constitute a criminal offence. Again, obvious and well publicised examples of this are in relation to pornography and paedophilia. In any case, nothing should be passed on as chain e-mail, or to a significant number of recipients, especially by using group e-mail addresses, which are bound to involve unrelated staff. This could result in a considerable waste of time in raising complaints and resolving them.

3.129. What happens if someone visits inappropriate sites using my computer?

3.130. Providing that you have maintained security so that anyone using your computer has to logon, they, not you, will be identified as having visited the sites. Don’t forget to follow security procedures by locking your computer when you are away from it for short periods, logging off when leaving it for longer periods, e.g. at the end of the day, and not disclosing your password. If anyone tries to throw suspicion onto another member of staff in this way, it will be taken very seriously.

3.131. I don’t browse the Internet /e-mail my friends while I should be working. Will it still be monitored?

3.132. The computer system automatically logs internet access and e-mails on a 24 hour a day basis, including the actual times that it is used by an individual. No matter when the facilities are used, the same standards of conduct apply and the same action will be taken if they appear to have been used inappropriately.

3.133. In order to avoid disrupting your work, personal use of the facilities can be made outside the working day ie during lunch breaks or before the start or after the end, of the working day (those on flexi-time should be "keyed out" at such times). However time spent using the system outside the working day should be kept to a minimum, as there are other issues to be considered. Greatly increasing the time spent at work could affect energy, concentration and/or motivation levels and could therefore have an adverse effect on an individual’s performance. 

3.134. Isn’t this all an invasion of my privacy?

3.135. No. It is not the intention to sit in moral judgement, but all staff are required to maintain standards of conduct and to perform their duties to an acceptable level, in accordance with the codes of conduct and the Security Operating Procedures. All staff must be familiar with these, which are available on Quantum. The Prison Service therefore has a responsibility to ensure that staff can perform effectively and to take action to prevent their activities bringing the Service into disrepute or putting it into an embarrassing position.

3.136. In addition, the Service has a legitimate interest if any member of staff commits a criminal offence in their private life as it may have a bearing on their suitability to continue in employment. This interest is even stronger if an offence is committed while on official premises and/or when using official equipment during its commission. As stated above, there may be cases where the possession, downloading or passing on of material obtained from the Internet or through e-mails may be an offence. 

CHAPTER 4 - WORKING AWAY FROM THE OFFICE

Purpose

4. This chapter describes how to protect officially supplied portable IT and communications equipment and data from the principal security threats.  It clarifies the responsibilities of staff when working away from the office.

4.1. Information held and used by HMPS ranges from highly confidential or sensitive through to public information, with varying degrees of sensitivity between the two extremes.  The confidentiality of sensitive information and the integrity and availability of all HMPS information must be ensured.  To do this necessitates the implementation of various security controls.

4.2. Applying the same level of security protection to all information could result in over protection of information of little value if disclosed (e.g. public information) and under protection of confidential or sensitive information.  It is necessary to decide what sort of information is being held and to protect each set of information with the level of security appropriate to its sensitivity.
Mandatory Actions

4.3. All staff must comply with the security rules contained in this chapter when using IT equipment outside the secure HMPS environment.

4.4. Written authority must be given by the Governing Governor, Head of Group/Unit before staff use any kind of IT equipment for official purposes away from the office.  This authority must be carried whenever staff leave official premises with portable equipment and must be produced on demand.

4.5. Staff must only use officially provided IT equipment to process official data.

4.6. Privately owned IT equipment, such as home computers, must not be used to store or process official information.

4.7. Only officially provided and configured IT equipment may be connected to HMPS Quantum Wide Area Network (Quantum WAN).

4.8. All users of portable IT systems must have access to Secure Operating Procedures (SyOps) setting out secure procedures in the use of the IT. All staff must ensure that they are familiar with the SyOps.
General Advice

4.9. Portable IT falls into three categories.
· Category 1: This includes all portable computers, which have the functionality of normal desktop systems such as laptop and notebook computers.  These computers may also be housed in ‘docking stations’ at the office.

· Category 2:  All other portable electronic information processing/storage devices such as personal digital assistants (PDAs) i.e. palmtop computers, electronic organisers, electronic message pads and other devices with memory capability such as portable fax machines and printers

· Category 3: Mobile phones and pagers

4.10. When these types of equipment are taken away from the secure office environment they become vulnerable to:
· Opportunist Theft- there have been instances where portables have been snatched from the grasp of individuals in the street and on public transport, or being stolen in a burglary from homes and cars.  In this instance the thief will be most interested in selling the portable equipment and not retrieving the data

· Physical damage – this threat becomes more likely when equipment is being carried around

· Loss – thousands of items are left behind by people using public transport, including portable computers. Recovery is highly unlikely.

Staff must take reasonable precautions to keep official IT equipment and the information it contains safe.

Basic Security Controls

4.11. Protection to be applied to all HMPS laptops, notebooks, PDAs, palmtops, mobile phones, pagers or any other portable computing facilities, regardless of the type of data stored.
Hardware Configuration

4.12. The configuration of all portable IT equipment should conform to an authorised HMPS build.
· No software should be loaded on to the IT equipment without the approval of a representative of the IT service provider who is authorised to give such permission

· Only officially supplied modems may be used with officially supplied IT equipment

· IT equipment must be marked with an asset number and recorded in an asset register

· To ensure system availability during a loss of mains power the battery should be fully charged prior to use and recharged as soon as it is practicable.
Access Controls
4.13. No portable IT may be used to access any part of the Quantum WAN unless access is by an authorised user using HMPS equipment that is configured in the approved manner.
· Effective password procedures must be in place

· Where a hand held device offers a password facility, the default factory settings must be changed

· Whenever possible the IT equipment should be locked away when not in use

· The computer must be returned to the Governor/Head of Group/Unit when no longer required for official purposes or when staff leave the post for which the IT was supplied

· No officially provided IT equipment may be used by any person not properly authorised to do so (including family and friends).
Data

4.14. Only official HMPS data may be processed on the portable IT equipment.
· If the IT equipment is being used in public areas (e.g. train, aeroplane) the screen should be directed such that unauthorised people cannot read it


· IT equipment processing protectively marked data must not be used in public areas


· Data must be backed up regularly according to the individual business need and the back-ups stored separately from the IT equipment they relate to.
Storage Media
4.15. Only removable storage media (i.e. floppy disks, CD-Roms) supplied by HMPS should be used.

4.16. Whenever possible the storage media should be locked away when not in use.

Anti-virus Software

4.17. A reputable virus checker must be installed and must be regularly updated.

4.18. Roaming user must ensure they dock their laptops regularly to update anti virus software.

Note: EDS are responsible for providing anti-virus software for all hardware provided under the Quantum contract.  For non-Quantum hardware procedures must be in place to ensure virus protection is effective.  

Repairs

4.19. Portable IT equipment must only be repaired by an authorised engineer, arranged through an approved service provider.

· All repairs for Quantum supplied IT must be via the EDS Helpdesk

· All repairs should be supervised to make sure that the engineer does not read or copy information

· If the IT has been used for protectively marked information the disks must not be taken off-site.

Roaming Users

4.20. Roaming Users are staff who have a need to travel and access the application on the Quantum wan via dial-up services using a laptop computer.
· Access to the Quantum wan for laptop users will only be allowed via the Remote Access Service (RAS)

· The RAS SecureID token should be stored securely at all times.  It should be kept in a separate location from the laptop computer, i.e. not in the same carrying case, when not in use

Mobile Phones and Pagers

4.21. The address book and message facilities in mobile phones and messages on pagers should be protected from unauthorised access at all times.

4.22. Guarded language should be used when communication with mobile phones and pagers as communications may be vulnerable to interception.
Travelling in the United Kingdom

4.23. The IT must not be left unattended at any time.  Further it should not be placed on the floor in tube trains (electromagnetic interference may corrupt or destroy data).

Security in Cars

4.24. Be aware that thieves operate in car parks.  Portable IT should not be transferred into the boot of a car in a public place when the car is about to be left unattended.

· Never leave IT or any removable storage media unattended in a car – even in a boot or compartment

· The IT should not be exposed to extremes of temperature (i.e. in the boot of a car in winter.

Travelling Abroad

4.25. If it is necessary to take a computer whilst travelling abroad:

· Advice should be sought from the IT Security Team in the first instance

· Local electricity power sources should be checked – a power source delivering the wrong voltage or a variable supply causing power surges can result in data corruption.

Loss Reporting Procedures

4.26. If Quantum IT is lost or stolen the police and EDS help desk should be informed immediately. If non Quantum IT is lost or stolen the police and HMPS IT Security Manager should be informed immediately.

4.27. In both instances an IT Security Incident Report must be completed via the helpdesk.
CHAPTER 5 - ACCESS CONTROL

Purpose

5. All HMPS computers must have adequate access control

5.1. A password is one of the simplest ways of protecting the information on your computer against unauthorised access.
5.2. Password protection can be used at several levels, at the boot up stage and at application and file levels.  It is necessary to password protect all computers at the boot up level and depending on the sensitivity of the data being processed it may also be necessary to protect the data at the application and file levels.
Mandatory Actions

5.3. Passwords must contain a mixture of letters and numbers.

5.4. Never disclose passwords to any other person, whatever that person’s status.  However, it is permissible for your manager to keep a paper copy of your password, which must be stored securely for reasons of business continuity and security.

5.5. Passwords must be changed regularly.

5.6. When the password is changed it should be changed totally.  It is not satisfactory to change only one or two characters.
General Advice

5.7. Never use sequential keyboard characters (QWERTY, 123456 etc.), a name, part of an address, vehicle registration mark or other detail that can be associated with you, your office or the system itself.

5.8. Do not write passwords in notebooks, desk diaries or leave them in any other easily accessible place.

5.9. If password compromise is known or suspected it must be treated as a security incident and actioned as per chapter 7.

5.10. When not using your terminal and at the end of a work period, however short that period may be, always log-out to prevent unauthorised access by another person.  Never allow other users access to the system via your login identity.

5.11. Protectively marked data, depending on the marking, may attract differing password constructions and advice should be sought from the HMPS IT Security Team.  For guidance on the protective marking scheme see chapter 2.

CHAPTER 6 - RISK ASSESSMENT, RISK MANAGEMENT & ACCREDITATION

Purpose

6. All information is an asset which has value and consequently needs to be suitable protected to ensure business continuity, minimise business damage and maximise efficiency and effectiveness of it’s use within HMPS. This protection will preserve the confidentiality, integrity and availability of information as part of the delivery of the business process. 

Mandatory Actions
6.1. It is a mandatory HM Government (HMG) requirement that each information system that stores, processes or transmits protectively marked information must be accredited.  

6.2. All IT systems that process official or protectively marked data (see chapter 2) must be the subject of a risk assessment.  It is the responsibility of the system owners to ensure that a valid risk assessment has taken place.

6.3. Further risk assessments must be carried out when there are significant changes made to the system.  This includes upgrading, re-location, re-allocation or disposal of the systems software or hardware.

6.4. HMPS requires effective protective security through the application of risk management.
General Advice

6.5. The CRAMM risk analysis method and HMG Infosec Standard No1 are the approved methods of risk assessment.  The results of a risk assessment will help guide and determine the appropriate actions and priorities for managing risk.

Risk Management

6.6. Risk management is a structured, common sense approach to providing cost effective and relevant protective security for all protectively marked assets.  It involves the identification, selection and adoption of protective controls based on the risk assessment and the sensitivity of information or other valuable assets.

6.7. These controls may be achieved through a combination of technical and non-technical measures.  Technical measures are those such as identification and authentication controls, non-technical measures include personnel, physical and environmental controls.

6.8. Risk management is a continual process as asset values, threats, vulnerabilities, protective controls and the degree of acceptable risk do not remain static.  Consequently the effectiveness of existing security controls and the possible need for additional, or different security controls must be reviewed regularly.
Accreditation

6.9. Accreditation is part of Risk Management.  A process or risk management is described in the HMG Manual of Protective Security to provide guidance for those responsible for the security of protectively marked data, in HMPS case the HMPS Accreditors.  The Risk Management process in HMPS and its relationship to accreditation is described in HMG Manual of Protective Security.

6.10. ‘Accredited’ indicates that a departmental Accreditor has been satisfied that appropriate security measures are in place and has given approval for the system to be operated from the point of view of security.

CHAPTER 7 - SECURITY INCIDENTS
Purpose

7. Security incidents or security weaknesses must be reported without delay to ensure that HMPS data and systems are protected properly. 

Mandatory Actions

1.1. Security incidents or security weaknesses must be processed as follows;

· incidents or weaknesses in relation to Quantum assets (including data assets) or services must be reported without delay to the EDS helpdesk

· incidents or weaknesses in relation to any non-Quantum assets (including data assets) or services must be reported without delay to the IT Security Team.
1.2. Where there is ambiguity advice may be sought from either the EDS helpdesk or the HMPS IT Security Team.

1.3. In all cases an IT Security Incident Report (annex C) must be completed and submitted to HMPS IT Security Team.
General Advice

1.4. Security incidents must be reported promptly where it is suspected that the confidentiality, integrity or availability of data may have been compromised.

1.5. A security incident may be defined as one of the following:
· virus incidents

· virus checker not up to date

· theft of equipment (including components such as computer memory or processor chips)

· loss of any equipment

· damage to equipment
· unauthorised access to official IT systems
· tampering with equipment
· the user’s password becomes known by someone else
· changes to software license allocation on equipment
· use of unauthorised software
· unauthorised removal of protectively marked storage media
· loss of protectively marked storage media
· major disruption to the computing services, for example as caused by:
a) electrical power failure

b) fire

c) flood

· lightening strike

· addition of unauthorised hardware

· unauthorised or unexpected visibility of data

· corruption of data

CHAPTER 8 - ASSET CONTROLS

Purpose

8. To maintain the appropriate level of protection, all major HMPS IT assets should be accounted for.
Mandatory Actions

1.1. Only officially provided equipment must be used for the processing or storage of 

official information

1.2. Only officially purchased and properly licensed software must be used on HMPS IT 

Systems

1.3. The terms and conditions of the license must be adhered to.

1.4. Under no circumstances must any software from an unofficial source be used on 


HMPS IT systems.

1.5. No member of staff, prisoner or anyone else may copy software unless appropriate 


licenses are in existence.

1.6. An asset register of all HMPS held IT assets supplied by EDS must be maintained by

DCA.

1.7. An asset register of all IT assets must be maintained locally.

1.8. The asset register must include the following information:

· Asset number & serial number

· Location

· Installed software

· Licence registration number of installed software

Note: Date and invoice number relating to locally purchased non-EDS supplied software must be maintained locally.

General Advice

1.9. IT assets fall into 3 categories:
· Information assets (databases and data files, system documentation, user manuals, training manuals etc)

· Software assets (application software, system software, development tools etc)

· Physical assets ( computer equipment, communications equipment, magnetic media etc)
Information Assets

1.10. Guidance on the protection of information assets is given in the chapter 2 ‘Protective Marking Scheme’
Software Assets
1.11. A software licence is required for every copy of any software product operating on any HMPS system.  Failure to do so may breach compliance with the Copyright Designs and Patents Act 1988 and may result in heavy financial penalties.
Physical Assets
1.12. Guidance on the management of IT equipment is given in PSO 7500 Finance Orders (Chapter 22 – Fixed Asset Management) 


CHAPTER 9 - VIRUS PROTECTION

Purpose

9. Effective precautions must be taken to prevent computer equipment from being affected by computer viruses, as the cost of restoring an infected system can be very high.

1.1. All media (e.g. floppy disks) must be virus checked before use.

1.2. EDS are responsible for providing anti-virus software for all Quantum provided hardware.  Non-Quantum provided hardware should have local procedures in place to ensure anti-virus software is installed in all equipment.

Mandatory Actions

1.3. All IT systems must have up to date anti-virus software installed.

1.4. Roaming users must ensure they dock their laptops regularly to update anti virus software.

General Advice

1.5. If you suspect a virus infection the following actions should be taken:

· Stop work, do not attempt to use the suspected workstation

· Do not attempt to take any action against the virus

· Do not switch off the workstation

· Remove any removable media from the workstation

· Immediately inform the EDS helpdesk or the appropriate service provider for advice

· For non Quantum equipment contact the HMPS IT Security Team

· Refer to chapter 7 Security Incidents

CHAPTER 10 - DISASTER RECOVERY AND CONTINGENCY PLANNING (DRCP)

Purpose

10. All HMPS computer systems must have a plan in place to ensure that acceptable levels of service, control and security can be maintained in the event of a disruption to computing services.  

Mandatory Actions

1.1. Business Continuity Plans (BCP) must exist for all IT systems and be tested on a regular basis. Following implementation of Quantum equipment EDS supply a local BCP for all strategic systems.

1.2. BCP, DRCP, and IT Contingency Plans must be integrated into site contingency plans.
General Advice

1.3. Business Continuity Plan is the manual process applied in the event of an IT failure.

1.4. Disaster Recovery and Contingency Plan is the process to manage and recover from a major incident.  In the case of strategic IT systems it is the responsibility of EDS.

1.5. Copies of all IT related contingency plans should be held in a secure location remote from the equipment to which it relates.

1.6. EDS are responsible for the disaster recovery capability for all equipment supplied under the Quantum contract.

CHAPTER 11 - DATA BACKUPS
Purpose

11. Data backups are taken to ensure business continuity in the event of an IT failure.

Mandatory Actions

1.1. Backups of all official data must be taken at regular intervals according to the business need.

1.2. This includes all networked and standalone computer systems.

1.3. Backups must be stored in a fireproof container, remote from the computer system to which they relate.
General Advice 

A back up log recording details of who made the back up, what was backed up and the date the back up was taken should be maintained and stored securely.

1.4. CHAPTER 12 - MEDIA STORAGE AND DISPOSAL
Purpose

12. During all stages of data handling, protection against loss, disclosure or corruption must be ensured.

Mandatory Actions

1.1. All stages of the media disposal process must have an auditable management trail, which documents details of the disposal.

1.2. All media prior to disposal must be held in auditable secure storage.

1.3. EDS will dispose of all Quantum IT media, including disks, tapes, hard disks, CD-ROMs etc., securely and in such a manner as to make the item unusable or unreadable.

1.4. Non Quantum IT media must be disposed of in a manner consistent with the level of protective marking (see chapter 2 Protective Marking).

1.5. Individuals are responsible for disposing of hardcopy data in line with existing security procedures.

General Advice

1.6. Request for the removal or disposal of Quantum equipment should be dealt with under the IMAC procedures.  These can be found on the Intranet under Quantum and in PSO 9030 ‘Handling and Approval of Requests for IT/Telephony Business Requirements’.

For advice on the disposal of non Quantum equipment contact the HMPS IT Security Team.

CHAPTER 13 - CONNECTION TO OTHER SYSTEMS AND NETWORKS (INCLUDING PRIVATE PRISONS)

Purpose
13. The security of HMPS It systems must be maintained against unauthorised access that compromises the confidentiality, integrity or availability of such systems.

1.1. Connection of any network to another presents risks that must be minimised or eradicated.  No HMPS computer system or network may be connected to another without the appropriate risk assessment having been performed and countermeasures implemented to minimise the identified risks and vulnerabilities.

1.2. The Quantum network connects to the GSI and is accredited to do so.

1.3. All non Quantum computer systems that process protectively marked data must be accredited to process such data.

1.4. Remote access and dial-up facilities are a method of establishing contact between an on site computer and one that is at a remote and possibly uncontrolled site. These services and facilities can represent a major security risk.

CHAPTER 14 - WIRELESS LOCAL AREA NETWORK (LAN) AND CELLULAR TELEPHONES
Purpose

14. To maintain the confidentiality, integrity and availability of HMPS IT systems and communications.

Mandatory Actions

1.1. Wireless LANs must be considered to be highly vulnerable to interception  and jamming and the advice of the HMPS IT Security Team must be sought before a wireless LAN solution is considered.

1.2. Cellular telephones must be considered highly vulnerable to interception and jamming and must not be used where communications are RESTRICTED or above.

General Advice

1.3. A wireless LAN utilises radio frequency as an alternative to a wired LAN.  They transmit and receive data over the air without the use of cabling.

1.4. Due to the increasing availability of equipment and technical information to enable interception activities, all data carried on wireless LANs should be considered vulnerable to interception.

1.5. As well as interception, wireless communications are susceptible to jamming.

1.6. Cellular telephones are often the target of opportunist theft.

THE FOUR LEVELS OF PROTECTIVE MARKING





ANNEX A

Definitions

The markings to be allocated to any information asset will be determined primarily by the reference to the practical consequences that are likely to result from the compromise of that information. The levels in the protective marking scheme are defined as follows:

RESTRICTED: the compromise of this information would be likely:

· to affect diplomatic relations adversely;

· to cause substantial distress to individuals;

· to make it more difficult to maintain the operational effectiveness or security of UK or allied forces;

· to cause financial loss or loss of earning potential to or facilitate improper gain or advantage for individuals or companies;

· to prejudice the investigation or facilitate the commission of crime;

· to breach proper undertakings to maintain the confidence of information provided by third parties;

· to impede the effective development or operation of Government policies;

· to breach statutory restrictions on disclosure of information;

· to disadvantage Government in commercial or policy negotiations with others;

· to undermine the proper management of the public sector and its operations.

CONFIDENTIAL: the compromise of this information would be likely:

· to damage diplomatic relations (i.e. cause formal protest or other sanction);  to prejudice individual security or liberty;

· to cause damage to the operational effectiveness or security of UK or allied forces or the effectiveness of valuable security or intelligence operations;

· to work substantially against national finances or economic and commercial interests;

· to undermine the financial viability of major organisations;

· to impeded the investigation or facilitate the commission of serious crime;

· to impeded seriously the development or operation of major government policies;
· to shutdown or otherwise substantially disrupt significant national operations.
SECRET: the compromise of this information would be likely:

· to raise international tension;

· to damage seriously relations with friendly governments;

· to threaten life directly, or seriously prejudice public order, or individual security or liberty;

· to cause serious damage to the operational effectiveness or security of UK or allied forces or the continuing effectiveness of highly valuable security or intelligence operations;
· to cause substantial material damage to national finances or economic and commercial interests.
TOP SECRET: the compromise of this information would be likely:

· to threaten the internal stability of the UK or friendly countries;

· to lead directly to widespread loss of life;

· to cause exceptionally grave damage to the effectiveness or security of UK or allied forces or to the continuing effectiveness of extremely valuable security or intelligence operations;

· to cause exceptionally grave damage to relations with friendly governments;
· to cause severe long-term damage to the UK economy;
THE CORE DESCRIPTORS 







ANNEX B

APPOINTMENTS - concerning actual or potential appointments that have not yet been 

announced;

 

BUDGET – concerning proposed or actual measures for the Budget before its

  announcement;

 

COMMERCIAL - relating to a commercial undertaking’s process or affairs;

 

CONTRACTS - concerning tenders under consideration and the terms of tender accepted;

 

HONOURS - concerning the actual or potential award of an Honour before the announcement of 

 the award;

 

INVESTIGATION - concerning investigations into disciplinary or criminal matters;

 

MANAGEMENT - concerning and planning affecting the interests of groups of staff;

 

MEDICAL - medical reports and records and material relating to them;

 

PERSONAL - 
material only to be seen by the person to whom it is addressed;

 

POLICY  - concerning proposals for new or changed government policy before publication;

 

STAFF - containing references to named or identifiable staff or personal Confidences entrusted by 

staff to management;

 

VISITS - concerning details of visits by, for example, royalty, Ministers or very senior staff.

.
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