Section G IM&T

This section must be completed by the potential Bidder in respect of the potential Bidder and its Clinical Service Supplier(s) (if clinical services are not directly supplied by the potential Bidder).

G.1 Please outline any previous experience of working with IM&T primary care systems such as clinical applications, administration systems and business / office applications.  The description should include any experience of:
· Providing support, maintaining and operating systems; and
· Project management of deployment of systems and whether these systems were provided directly or via a third party. 
	Response (up to 200 words maximum)

	Dacorum Health Care has extensive experience of working with IM&T primary care systems.  The projects outlined below all involved project management of deployment of systems, as well as operation and the provision of support and maintenance:

· Computerisation of The Allum Practice 1988 [directly]
· Fundholding Allum Practice 1990 – 1993 [directly]
· Deployment of Intranet (110 practices) Fundholding 1993 – 1999 [directly]
· Management of Data Warehouse Fundholders’ Support Agency 1993 – 1999 (300,000 population on the system) [directly]
· Clinical System Deployment and Management at Archway Surgery 1993 – 2007 [directly]
· Clinical System Deployment and Training at HMP The Mount 2003 [directly]
· Clinical System Deployment at HMP Wandsworth 2007/08 [3rd party]
· Network administration and Deployment of accounting systems for practices (Consultancy) 1992 – ongoing [directly]
· Management of DacCom PbC online document archive 2006 – ongoing [directly] 

· Development and Management of Mail Server for PBC groups and practice management groups 2006 – ongoing [directly]  
· Developed secondary care systems for Consultant Provider Agency 1995 – 1999 [directly]
· Dacorum Health Care will be able to produce Data Sets over and above GMS / PMS and QOF requirements, in line with Data Sets expected of the Urgent Care Centre



If the potential Bidder and Clinical Services Supplier(s) are new or for any other reason have no such experience, please explain how the capability to work with IM&T primary care systems would be developed or secured.
	Response (up to 200 words maximum)

	Although a new organisation, the founder members have experience as described in the response immediately above. 




G.2 Please outline any previous experience of providing systems required outside of those offered by the PCT, including any existing corporate systems that may be in use, for example:

· Finance and accounting systems;

· Document management system; and

· Human Resources systems.

If the potential Bidder and Clinical Services Supplier(s) are new or for any other reason have no such experience, please explain how the capability to provide systems outside those offered by the PCT would developed or secured.
	Response (up to 200 words maximum)

	Dacorum Health Care has experience of:

· Provision and deployment of accounting packages at Chartered Accountancy Offices

· Provision of  Sage systems for finance and accounting work and payroll administration
· Provision of a variety of differing document management systems at the Allum Practice, Consultant Provider Agency, Archway Surgery, Dacorum Alliance of Small Practices (DASH), and HMP Wandsworth

· Provision of all Microsoft products and Excel
· Provision of UNIX and LINUX products

· Provision of MIQUEST searches

· Provision of human resources systems at Fundholders Support Agency and Archway Surgery 
· Joint provision of the Working in Partnership Programme (WIPP) Workload Analysis Tool 
· Joint provision, deployment and training of a Controlled Document system, a local co-operative development with other practices
· Active member of British Computer Society Primary Care Specialist Group

As a small primary care organisation, Dacorum Health Care would not be expecting to enrol onto the NHS Electronic Staff Record system which is now being used by NHS Trusts.

 


G.3 Please describe any experience of using National Programme for IT (NPfIT) systems such as Choose and Book, Electronic Transmission of Prescriptions and GP2GP Records transfer.  This should include any experience of managing migration of systems and processes to support Choose and Book including staff training and systems configuration changes.
	Response (up to 200 words maximum)

	· Various clinical systems changes, updates and upgrades 1988 – 2008: the Allum Practice, Archway Surgery, Brocklebank Surgery (London), HMP The Mount and HMP Wandsworth
· Choose and Book developed and rolled out at Archway Surgery 2005 – 2007: fully trained the staff 
· ETP 1 roll out, and ETP 2,  with clinical supplier in first wave of project
· Used Emis PCS, EMIS LV, Vision, and Microtest at practices (as part of DASH), Meadowell Surgery and HMP Wandsworth [Microtest Evolution’s interface is similar to TPP System 1]

· TPP System 1 used at Archway Surgery

· Prisons are currently moving to TPP System 1
· Work with demo versions of all GPSoC systems: Dr Bulger a member of NHS CfH GPSoC committees
· GP2GP assessment as part of Dr Bulger’s role on GPSoC NHS CfH committees 
· Currently training staff on use of clinical systems at HMP Wandsworth
· Member of the Procurement Committee (NHS CfH) for the Data Transfer Project contract [awarded to Apollo Systems]
· Involvement in GPES: NHS Information Centre General Practice Extraction System
· Dr Bulger is an NHS CfH Accredited Clinician (Human Factors & Risk Assessment) 
· Dr Bulger is undergoing IM&T DES assessor training

 


If the potential Bidder and Clinical Services Supplier(s) are new or for any other reason have no such experience, please confirm the commitment to the use of NPfIT systems and explain how the capability to provide systems outside those offered by the PCT would be developed.
	Response (up to 200 words maximum)

	Although a new organisation, the founder members have experience as described in the response immediately above. 




G.4 Please describe the potential Bidder’s and its Clinical Service Suppliers approach to the training of clinical and other staff in the use of technologies and systems.  Please identify whether the potential Bidder and Clinical Services Supplier(s) has any previous experience in IM&T training with regard to clinical service delivery.
	Response

	Dr Bulger and Dr McMinn have over 20 years of previous experience in training a wide variety of staff, both clinical and non-clinical, in the use of IM&T systems with regard to the service delivery of clinical care.  

We have trained staff with all levels of ability and engagement, ranging from those who were actually frightened to touch the computer, to those whose skills very nearly equalled ours.  With patience, understanding and consistent repetition of underlying principles, we have never failed to produce anything other than gratifying results in our staff training.
We remain passionately enthusiastic about the use of IT in patient care.  We firmly believe that modern information technologies and sound data systems are essential for safe and effective management of patient care.  We have changed the views of many sceptics in our time.   

Dacorum Health Care’s approach will be to carry out an all-important initial assessment of knowledge and skills of all staff members both in terms of confidence ratings as well as an objective assessment.  This is a learning process and would be the start of the IM&T training for the individual staff members.
The clinical system to be provided to the health centre is the PCT LSP [Local Service Provider] solution TPP System 1.  The clinical system supplier will provide initial training, and this will be followed by continued ‘on the job’ training on a day-to-day basis, with close mentoring and support by Dr Bulger and Dr McMinn.  

Each member of staff will therefore be enabled to extend their skills and practice according to their abilities.  Some individuals may require more supervision than others.  Some users within the health centre will be capable of gaining expert knowledge of the system, and they will be facilitated and supported to act as internal trainers for the rest of the growing team.

The security and confidentiality of patient information will be strictly enforced.  There will be rigorous adherence to NHS Information Governance requirements.  All staff will receive regular training on information governance and confidentiality policies, procedures and protocols.  
Dacorum Health Care will have a named Caldicott Guardian and an Information Governance Lead.  Staff members will know who these people are and when to seek their help. The whole health centre team will be trained in Risk Awareness. New and joining staff will have in-house training on the clinical system and on NHS Information Governance policies.

We are highly experienced in data management on clinical systems, and passionate about ensuring accuracy of data and the high quality data.  Staff training will have particular emphasis on consistency of data entry and patient administration.

Dacorum Health Care will ensure that all records of patient contacts by all members of the health centre’s teams (including the co-located community teams) would be entered onto the clinical computer system.  

Components 1 to 3 of the IM&T DES will be completed as quickly as possible.  There are several elements relating to staff training, both clinical and non-clinical, within these components, and these elements will be addressed as a priority.  Component 4 of the IM&T DES has already been fulfilled with the installation of LSP’s preferred hosted clinical system TPP System 1.

TPP is a community system, where data is shared.  This requires a more sophisticated approach to data management than with traditional practice systems.  We will ensure such an approach.

Dacorum Health Care would move rapidly towards paper-light accreditation.  An important element of this is to have a robust scanning and document management system in place.  Such a system will be installed immediately.  Staff will be fully trained in its use and applications.
We will introduce a controlled document system.  This collates and links the health centre’s policies and local and national guidelines and information, which are accessible to staff with a few clicks of the mouse.  Copies of any required documents are printed off from the computer controlled document system as necessary.  The system prompts when documents need revisiting and updating. 

The clinical system information will be used as part of regular audits.  All adverse events will be recorded in a standard format, and used as learning points.  Both of these approaches require staff training, so that the health centre team may accept and embrace the concepts.
Dacorum Health Care will encourage staff to participate fully in Choose and Book, where this is clinically appropriate.  We have used C&B regularly and, in our experience, it is appreciated by patients.




G.5 Please demonstrate the potential Bidder’s and its Clinical Service Suppliers ability to manage the security and confidentiality of patient information and in supporting NHS Information Governance requirements.  Please provide examples of the organisation’s experience including:

· Any registration under ISO 17799 / 27001 or appropriate information security standards;

· Nominated Caldicott Guardians;

· Summaries of policies on security and confidentiality of patient information.
	Response

	Dacorum Health Care has considerable understanding, knowledge and experience of managing the security and confidentiality of patient information and in supporting NHS Information Governance requirements.
Dr Bulger and Dr McMinn have an N3 Access Agreement, and a current N3 connection.  We are members of the BT N3 National User Group.

We hold a completed NHS CfH SoC [Statement of Compliance] for our N3 connection [October 2007]. 
We hold two NACS codes.

We used the NHS Information Governance Toolkit at Archway Surgery, at HMP The Mount.  We use the NHS IG Toolkit for our current N3 connection.

Our Information Statement of Compliance Quality Assurance was completed in December 2007.
We have an N3 Customer Agreement with the BT N3 programme and have access to the CRM {Customer Relations Management] portal of N3.

Dacorum Health Care, as a new organisation, would need to repeat these processes.  It would require its own NACS code allocated through the PCT and PPA.   
We know how to fulfil these compliances, as both NHS and non-NHS organisations. They are rigorous processes.
Dr Bulger was the nominated Caldicott Guardian for Archway Surgery and will be the nominated Caldicott Guardian for Dacorum Health Care. 
Dr Bulger is an NHS CfH Accredited Clinician (Human Factors & Risk Assessment). 
Dacorum Health Care’s collection and use of patient information will comply strictly with NHS guidelines, which expect that information is used for any of the following:

· support patient care and continuity of care;

· support day-to-day business processes that underpin the delivery of care;

· support evidence-based clinical practice;

· support public health promotion and communicate emergency guidance;

· support sound administrative and managerial decision making, as part of the

· knowledge base for the NHS;

· assist clinical or other types of audit;

· support improvements in clinical effectiveness through research;

· Information Security Management: NHS Code of Practice

· support archival functions by taking account of the historical importance of

· information

· support patient choice and control over treatment and services designed around patients.

[280361/Information Security Management: NHS Code of Practice 2007]
We have an IGT Risk assessment document  covering  the following areas:
· Security policy

· Access control

· Organising information security

· Asset management

· Human resources security

· Physical and environmental security

· Communications and operations management

· Information systems acquisition, development and management

· Information security incident management

· Business continuity management

A draft Information Governance document is here and is attached as Annex G.5.

[image: image1.emf]IG and Risk Annex  G.5





If the potential Bidder and Clinical Services Supplier(s) are new or for any other reason have no such experience, please explain how the capability to manage the security and confidentiality of patient information would be developed.
	Response

	Although a new organisation, the founder members have experience as described in the response immediately above. 
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Dacorum Health Care will be handling Patient Data on behalf of the GP-led health centre, and has an Information Governance Policy.

DACORUM HEALTH CARE RISK MANAGEMENT ASSESSMENT

		Security policy

		The office is private and segregated from the health centre and there is no public access. The office and computer are both secure and alarmed.


The clinical operating system is hosted off site.


Sophos antivirus or equivalent is installed.  

SafeBoot encryption rolled out across all systems, whether portable or not.


Clinical data must always be held in an accredited encrypted format (as Safeboot). 






		Access control

		Only within the health centre or via NHS tokens.


Access is limited only to authorised users, by way of two passwords, which are changed regularly.


Log-ins are also limited by function. Some log-ins only have read-only access.  Some log-ins only allow access to a few or limited parts of the software.  Read and write permissions on each of the many sections are established per user.





		Organising information security

		Staff will be taken on under the same terms and obligations that NHS GP administrative and clinical staff are subject to.


Dacorum Health Care will use NHS swipe card authentication, as used by TPP System One.






		Asset management

		No clinical server on site in the health centre.


There will be one non-clinical working server and backup server held within the health centre.  The data is not held anywhere else except as fully encrypted backup tapes.   

All hardware is to have maintenance contracts.  The software is to be subject to a maintenance contract with an NHS-accredited clinical system supplier.





		Human resources security

		All staff must sign a confidentiality agreement as part of their Dacorum Health Care contract of employment.  


Staff are subject to CRB checks.  


Data clerks and other staff, employed by GP practices and the UCC and OOH service, dealing with data exchange between their services and the health centre surgeries are subject to CRB checks and confidentiality agreements.





		Physical and environmental security

		Maintained in health centre premises with fire and burglar alarm systems.






		Communications and operations management

		Communications encrypted using SSH email (NHS.net) and SSH only access within NHS net only.  

Outgoing internet access strictly controlled, usage logged and automatic audit trail system in place.






		Information systems acquisition, development and management

		Acquisition of systems will be via the PCT contract.  Any non-clinical systems and software will comply with the PCT GPSoC agreement which restricts the software that may loaded onto the system.






		Information security incident management

		All adverse events are recorded, as in any general practice, for learning, and are reviewed as part of staff appraisal systems.  Policies, protocols and procedures will follow that of NHS general practice.






		Business continuity management

		The clinical data is hosted.  Business continuity arrangements are via TPP and the PCT.


Non-clinical data: Server is Raid1 (disc mirroring) with third hot spare disk.  The entire system backups onto tapes daily which are checked for integrity by restoring onto a vmware virtual server.  The main server system also copies itself onto a backup server daily.  Backup tapes taken off-site.   The servers, phone router and two clinical workstations are supported by 30 minute UPS (battery power supplies).  All systems are encrypted.








DACORUM HEALTH CARE DRAFT INFORMATION GOVERNANCE POLICY


1. Summary


Information is a vital asset, both in terms of the clinical management of individual patients and in the efficient and effective management of services and resources. It plays a key part in clinical governance, service planning and performance management.


It is of paramount importance to ensure that information is efficiently managed, and that appropriate policies, procedures and management accountability and structures provide a robust governance framework for information management and patient confidentiality is maintained.


2. Principles


Dacorum Health Care recognises the need for absolute confidentiality in the management and use of information. It fully supports the principles of corporate governance and recognises its public accountability, but insists on securing personal information about patients and staff, and commercially sensitive information. It also recognises the need to share patient information with other health organisations and other agencies in a controlled manner, consistent with the interests of the patient and, in some circumstances, the public interest.


Dacorum Health Care accepts that accurate, timely and relevant information is essential to deliver the highest quality health care. As such it is the responsibility of all staff to ensure and promote the quality of information and to actively use information in decision-making processes.


There are 5 key interlinked strands to the information governance policy:


· Openness


· Legal compliance 


· Information security 


· Quality assurance

· New requirements to encrypt data


2.1. Openness


· Non-confidential information about Dacorum Health Care and its services are available to the public through a variety of media

· Dacorum Health Care has established and will maintain policies to ensure compliance with the Freedom of Information Act


· Dacorum Health Care will undertake regular assessments of its policies and arrangements for openness


· Patients have ready access to information relating to their own health care, their options for treatment, and their rights as patients


· Dacorum Health Care has clear procedures and arrangements for handling queries from patients and the public


2.2. Legal Compliance


· Dacorum Health Care regards all identifiable personal information relating to patients as confidential


· Dacorum Health Care will undertake regular assessments of its compliance with legal requirements


· All identifiable personal information relating to staff is confidential, except where national policy on accountability and openness requires otherwise


· Dacorum Health Care has established and will maintain policies to ensure compliance with the Data Protection Act, Human Rights Act, and common law confidentiality


· Dacorum Health Care has established and will maintain policies for the controlled and appropriate sharing of patient information with other agencies, taking account of relevant legislation (e.g. Health and Social Care Act, Crime and Disorder Act, Protection of Children Act)


2.3. Information Security


· Dacorum Health Care has established and will maintain policies for the effective and secure management of its information assets and resources


· Dacorum Health Care will undertake regular assessments of its information and IT security arrangements


· Dacorum Health Care promotes effective confidentiality and security practice to its staff, through policies, procedures, and training


· Dacorum Health Care has established and will maintain incident reporting procedures. It  will monitor and investigate all reported instances of actual or potential breaches of confidentiality and security


2.4. Information Quality Assurance


· Dacorum Health Care has established and will maintain policies and procedures for information quality assurance and the effective management of records


· Dacorum Health Care will undertake regular assessments of its information quality and records management arrangements


· All staff are expected to take ownership of, and seek to improve, the quality of information within the health centre service

· Wherever possible, information quality should be assured at the point of collection


· Data standards will be set through clear and consistent definition of data items, in accordance with national standards


· Dacorum Health Care promotes information quality and effective records management through policies, procedures, user manuals and training  


2.5.
Data Encryption Requirements



31 January 2008: David Nicholson, NHS Chief Executive, has directed that there should be no transfers 
of unencrypted person identifiable data held in electronic format across the NHS.  This is the default 
position to ensure that patient and staff personal data are protected.  Any data stored on a PC or other 
removable device in a non-secure area or on a portable device such as a laptop, PDA or mobile phone 
should also be encrypted.  


3. Responsibilities


Dacorum Health Care’s Information Governance policy must take into account legal and NHS requirements.  It is also responsible for ensuring that sufficient resources are provided to support the requirements of the policy.


The Directors of Dacorum Health Care and its General Manager are responsible for:


· overseeing day-to-day Information Governance issues


· developing and maintaining policies, standards, procedures and guidance


· co-ordinating Information Governance within the health centre service


· raising awareness of Information Governance.


All staff are responsible for ensuring that the policy and its supporting standards and guidelines are built into local processes and that there is on-going compliance.


All staff, whether permanent, temporary, or contracted, and all contractors working within the health centre service, are responsible for ensuring that they are aware of the requirements incumbent upon them, and for ensuring that they comply with these on a day-to-day basis.


gerard.bulger@dacorumhealth.org

This document is commercially sensitive and confidential


© Dr Gerard Bulger 2008
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