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Dacorum Health Care will be handling Patient Data on behalf of the GP-led health centre, and has an Information Governance Policy.
DACORUM HEALTH CARE RISK MANAGEMENT ASSESSMENT
	Security policy
	The office is private and segregated from the health centre and there is no public access. The office and computer are both secure and alarmed.

The clinical operating system is hosted off site.

Sophos antivirus or equivalent is installed.  
SafeBoot encryption rolled out across all systems, whether portable or not.

Clinical data must always be held in an accredited encrypted format (as Safeboot). 



	Access control
	Only within the health centre or via NHS tokens.
Access is limited only to authorised users, by way of two passwords, which are changed regularly.

Log-ins are also limited by function. Some log-ins only have read-only access.  Some log-ins only allow access to a few or limited parts of the software.  Read and write permissions on each of the many sections are established per user.


	Organising information security
	Staff will be taken on under the same terms and obligations that NHS GP administrative and clinical staff are subject to.
Dacorum Health Care will use NHS swipe card authentication, as used by TPP System One.


	Asset management
	No clinical server on site in the health centre.

There will be one non-clinical working server and backup server held within the health centre.  The data is not held anywhere else except as fully encrypted backup tapes.   
All hardware is to have maintenance contracts.  The software is to be subject to a maintenance contract with an NHS-accredited clinical system supplier.


	Human resources security
	All staff must sign a confidentiality agreement as part of their Dacorum Health Care contract of employment.  
Staff are subject to CRB checks.  

Data clerks and other staff, employed by GP practices and the UCC and OOH service, dealing with data exchange between their services and the health centre surgeries are subject to CRB checks and confidentiality agreements.


	Physical and environmental security
	Maintained in health centre premises with fire and burglar alarm systems.


	Communications and operations management
	Communications encrypted using SSH email (NHS.net) and SSH only access within NHS net only.  
Outgoing internet access strictly controlled, usage logged and automatic audit trail system in place.


	Information systems acquisition, development and management
	Acquisition of systems will be via the PCT contract.  Any non-clinical systems and software will comply with the PCT GPSoC agreement which restricts the software that may loaded onto the system.


	Information security incident management
	All adverse events are recorded, as in any general practice, for learning, and are reviewed as part of staff appraisal systems.  Policies, protocols and procedures will follow that of NHS general practice.


	Business continuity management
	The clinical data is hosted.  Business continuity arrangements are via TPP and the PCT.
Non-clinical data: Server is Raid1 (disc mirroring) with third hot spare disk.  The entire system backups onto tapes daily which are checked for integrity by restoring onto a vmware virtual server.  The main server system also copies itself onto a backup server daily.  Backup tapes taken off-site.   The servers, phone router and two clinical workstations are supported by 30 minute UPS (battery power supplies).  All systems are encrypted.



DACORUM HEALTH CARE DRAFT INFORMATION GOVERNANCE POLICY

1. Summary

Information is a vital asset, both in terms of the clinical management of individual patients and in the efficient and effective management of services and resources. It plays a key part in clinical governance, service planning and performance management.

It is of paramount importance to ensure that information is efficiently managed, and that appropriate policies, procedures and management accountability and structures provide a robust governance framework for information management and patient confidentiality is maintained.
2. Principles

Dacorum Health Care recognises the need for absolute confidentiality in the management and use of information. It fully supports the principles of corporate governance and recognises its public accountability, but insists on securing personal information about patients and staff, and commercially sensitive information. It also recognises the need to share patient information with other health organisations and other agencies in a controlled manner, consistent with the interests of the patient and, in some circumstances, the public interest.

Dacorum Health Care accepts that accurate, timely and relevant information is essential to deliver the highest quality health care. As such it is the responsibility of all staff to ensure and promote the quality of information and to actively use information in decision-making processes.

There are 5 key interlinked strands to the information governance policy:

· Openness

· Legal compliance 

· Information security 

· Quality assurance
· New requirements to encrypt data
2.1. Openness

· Non-confidential information about Dacorum Health Care and its services are available to the public through a variety of media
· Dacorum Health Care has established and will maintain policies to ensure compliance with the Freedom of Information Act

· Dacorum Health Care will undertake regular assessments of its policies and arrangements for openness

· Patients have ready access to information relating to their own health care, their options for treatment, and their rights as patients

· Dacorum Health Care has clear procedures and arrangements for handling queries from patients and the public

2.2. Legal Compliance

· Dacorum Health Care regards all identifiable personal information relating to patients as confidential

· Dacorum Health Care will undertake regular assessments of its compliance with legal requirements

· All identifiable personal information relating to staff is confidential, except where national policy on accountability and openness requires otherwise

· Dacorum Health Care has established and will maintain policies to ensure compliance with the Data Protection Act, Human Rights Act, and common law confidentiality

· Dacorum Health Care has established and will maintain policies for the controlled and appropriate sharing of patient information with other agencies, taking account of relevant legislation (e.g. Health and Social Care Act, Crime and Disorder Act, Protection of Children Act)

2.3. Information Security

· Dacorum Health Care has established and will maintain policies for the effective and secure management of its information assets and resources

· Dacorum Health Care will undertake regular assessments of its information and IT security arrangements

· Dacorum Health Care promotes effective confidentiality and security practice to its staff, through policies, procedures, and training

· Dacorum Health Care has established and will maintain incident reporting procedures. It  will monitor and investigate all reported instances of actual or potential breaches of confidentiality and security

2.4. Information Quality Assurance

· Dacorum Health Care has established and will maintain policies and procedures for information quality assurance and the effective management of records

· Dacorum Health Care will undertake regular assessments of its information quality and records management arrangements

· All staff are expected to take ownership of, and seek to improve, the quality of information within the health centre service
· Wherever possible, information quality should be assured at the point of collection

· Data standards will be set through clear and consistent definition of data items, in accordance with national standards

· Dacorum Health Care promotes information quality and effective records management through policies, procedures, user manuals and training  

2.5.
Data Encryption Requirements


31 January 2008: David Nicholson, NHS Chief Executive, has directed that there should be no transfers 
of unencrypted person identifiable data held in electronic format across the NHS.  This is the default 
position to ensure that patient and staff personal data are protected.  Any data stored on a PC or other 
removable device in a non-secure area or on a portable device such as a laptop, PDA or mobile phone 
should also be encrypted.  

3. Responsibilities

Dacorum Health Care’s Information Governance policy must take into account legal and NHS requirements.  It is also responsible for ensuring that sufficient resources are provided to support the requirements of the policy.

The Directors of Dacorum Health Care and its General Manager are responsible for:

· overseeing day-to-day Information Governance issues

· developing and maintaining policies, standards, procedures and guidance

· co-ordinating Information Governance within the health centre service
· raising awareness of Information Governance.

All staff are responsible for ensuring that the policy and its supporting standards and guidelines are built into local processes and that there is on-going compliance.

All staff, whether permanent, temporary, or contracted, and all contractors working within the health centre service, are responsible for ensuring that they are aware of the requirements incumbent upon them, and for ensuring that they comply with these on a day-to-day basis.

gerard.bulger@dacorumhealth.org
This document is commercially sensitive and confidential

© Dr Gerard Bulger 2008

Page 3 of 4

